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Abstract: With the development of information and communication technology, large-scale data collection has vastly
promoted the application of machine learning in various fields. However, the data involved in machine learning often
contains a lot of personal private information, which makes privacy protection face new risks and challenges, and has
attracted more and more attention. The current progress of the related laws, regulations and standards to the personal
privacy protection and data safety in machine learning were summarized. The existing work on privacy protection for
machine learning was presented in detail. Privacy protection algorithms usually have influence on the data quality,
model performance and communication cost. Thus, the performance of the privacy protection algorithms should be
comprehensively evaluated in multiple dimensions. The performance evaluation metrics for the privacy protection
algorithms for machine learning were presented, given with the conclusion that the privacy preservation on machine
learning needs to balance the data quality, model convergence rate and communication cost.
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